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The Honorable Charles E. Grassley
United States Senate
Washington, DC 20510

Dear Senator Grassley:

Thank you for your letters on October 7, 2011 and October 17, 2011 regarding the National
Practitioner Data Bank’s (NPDB’s) Public Use File (PUF). The PUF is a clearinghouse of
de-identified information about health care practitioners that allows researchers, patient safety
experts, policy analysts, and journalists to improve the delivery of health care and patient safety.

On September 1, the Health Resources and Services Administration (HRSA) temporarily
removed the PUF from its website after learning that a reporter was able to use the data to
identify an individual practitioner. HRSA is now seeking a solution to make as much
information available to the public as soon as possible. In doing so, we are seeking to balance
the need to protect confidentiality under the NPDB statute with our strong commitment to
facilitate research that can advance health care safety and quality.

Although the PUF is temporarily down, the NPDB is still active and can be queried by
authorized users. In addition, researchers and journalists can still submit requests to HRSA to
obtain non-identifiable data. HRSA has already responded to several such requests.
Answers to the specific questions in your letters and responsive documents are enclosed.
Sincerely,
Mary K. Wakefield, Ph.D., R.N.
Administrator

Enclosures



HRSA Responses to
National Practitioner Data Bank (NPDB) Questions from Senator Grassley

Responses to Questions in Senator Grassley’s October 7 Letter:

1. How do you reconcile the claim in the letter to Mr. Bavley that “information reported to the
NPDB is confidential and is not to be disclosed or redisclosed outside of HHS except in
furtherance of professional review activities” with the fact that the statute clearly
contemplates that the data will be public in a de-identified form?

On August 26, 2011, Health Resources and Services Administration (HRSA) sent a letter to
M. Bavley describing the confidentiality regulations governing the NPDB. As explained in
that letter, HRSA sent this information because it had been informed that Mr. Bavley was
planning to publish an article “which potentially involves the republication of information
obtained from the National Practitioner Data Bank.”

The initial information HRSA received did not indicate Mr. Bavley had used the Public Use
File (PUF). Instead, HRSA’s understanding at the time was that Mr. Bavley had information
from the NPDB showing that a specific physician was denied clinical privileges from a
health care organization and the number of associated Medical Malpractice Payment Reports.
Accordingly, HRSA sent Mr. Bavley a standard letter that HRSA sends to any entity if there
is reason to believe they are about to make public information from the NPDB that is, by law,
to remain confidential. HRSA sent similar letters to all hospitals and health plans that had
queried on the physician since 2003.

HRSA'’s letters related to use of confidential data from NPDB itself—not from the Public
Use File. Mr. Bavley subsequently informed HRSA that he had not used the NPDB, but had
instead conducted research using data from the PUF.

2. Please provide all records relating to communications between HRSA officials and Dr.
Tenny (or his representatives) who is copied on the letter to Mpr. Bavley.

Please see the attached documents.

3. Please provide all records related to alleged breaches of confidentially of the NPDB within
the last 2 years. '

Please see the attached documents.

4. Who at HRSA made the decision to remove public access to the PUF?
The decision to temporarily remove access to the PUF was made by HRSA leadership, in
consultation with the Department of Health and Human Services’ (HHS) Office of General

Counsel.

5. What steps is HRSA taking to further de-identify information within the PUF?
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HRSA is working with experts in HHS and across the government on a solution that balances
the need to protect confidentiality under the Data Bank statute with our strong commitment
to facilitate important research that can advance health care safety and quality in this country.

6. How will you ensure that the further de-identified information is in keeping with both the
letter of the law and congressional intent to keep the data public?

As noted above, HRSA is working towards a solution that meets its responsibilities regarding
confidentiality under the Data Bank statute while reflecting its commitment to facilitating
important research. On October 13, 2011, in keeping with its commitment to facilitate
research, HRSA held a dialogue with researchers and other users to gain their insights on the
PUF and to discuss what information and format is most useful to them in their work.

7. What is your timeline for getting the database up and running again?

Although the PUF is temporarily down, the NPDB is still active and can be queried by
authorized users including hospitals, health plans, and others. In addition, researchers and
journalists can still submit requests to HRSA to obtain non-identifiable data. HRSA has
already responded to several such requests.

Our goal is to make as much information available as soon as we can, but we do not have a
specific timeline at this point. HRSA is working with data experts in HHS on a solution to
best provide research data and minimize the risk of disclosure of confidential information in
accordance with the applicable statutes and regulations.

Responses to Questions in Senator Grassley’s October 17 Letter:

1. Copies of any letters or other communications that your office has had with Kansas area
hospitals with respect to Dr. Robert Tenny.

As noted above, HRSA sent standard letters to the 28 hospitals and health plans that queried
on the physician described above since 2005. These letters were identical. An example is
attached.

2." Copies of any letter or other communications that your office has had with any outside
facility, entity, report or news outlet regarding possible republication of information from the

NPDB.

Please see the attached documents.
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Thank you for your interest in maintaining the integrity of the Data Banks. We
appreciate your sharing your concerns with us. Your communication helps to
inform our decisions as we promote patient safety and quality in the delivery of health

care services.

Sincerely,

\

Cynthia Grubbs R.
Director
Division of Practitioner Data Banks
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October 8, 2010

Cynthia Grubbs, RN, JD

Division of Practitioner Data Banks — Director
Bureau of Health Professions

Department of Health & Human Services
Rockville, MD 20857

RE: Suspectéd unethical & fraudulent abuse of Data Bank’s integrity by —

Dear Ms. Grubbs, |

I am still perplexed as why your response last month to my 2/19/2010 “request for clarification” was so
late in coming. You seem to have been put off by the fact that my response was almost 2 years from my
initial query. Iam fearful that you have me confused with someone else because my letter to you was in
a timely manner several months after my self-query in May 2009. I do not understand that first of all, it
took the hospital staff several months after their unauthorized query to even notify me that they had
contacted the Data Bank. After learning of their query, I contacted the Data Bank and learned that their
query had been without my consent. So the time frame does not seem to be anything out of the ordinary,
particularly since most of what we are discussing are reports that were made to the Data Bank 20 years

ago.

A verbal request for information concerning membership on a medical staff does not constitute a formal
application as you well know & in fact as [ recall the G -o!icy would not honor a verbal
request, but mandated that I formally request application materials in writing. At that point in time in
June 2008 during my initial visit, I did not receive the medical staff application and as a matter of fact
the satisfactorily completed application was not accepted by the until 2 months later in
August 2008. So your response does not even square with the information that I have given you.

To reiterate at the time of my initial inquiry in June 2008, the did not provide me with a
medical staff application form, but told me that if I had any interest to get the form off the internet and
that is where the form that was out-of-date came from. So the hospital was so lacking in diligence that
they could not even provide a perspective physician the forms they required. Certainly the D

ad set a standard that staff membership mandated a signed application by the physician before
they would begin the application process thus obligating them to abide by the same standard of
obtaining signed authorization from the physician before querying the Data Bank.

‘With all the interaction between (Sl 2nd myself over the prerequisite form, I did not receive
the correct form until August 2008 and that was the first time I was actually able to submit the
application form they require with my signature and authorization for them to submit a query to the Data

Bank regarding my status. In the meantime, (nurse ) had already



made an unauthorized query without my knowledge. Without my being able to respond to entries in the
Data Bank, it is my feeling that their unauthorized query of the Data Bank before receiving my

- application prejudiced them and caused them to drag their feet even further when they finally did receive
the correct form. Therefore your assertion “the query results were irrelevant in the decision making” is
inaccurate and contradictory to the stated mission of the Data Bank.

In the meantime, to my advantage the SR V< into receiver ship which would

adversely impact the hospital’s customers health insurance coverage and limit my ability to provide

board certified subspecialty care at their hospital. This in conjunction with the bad faith actions of nurse
evidenced by the hospital’s unethical and fraudulent abuse of the Data Bank’s integrity

resulted in my decision not to pursue a staff position at that hospital.

I am still perplexed at the nature of your response letter and as I already said — the lateness of it. You
are speaking about the lateness of my response, please explain yours. I think as a result of this, you need
to refer this letter to the next level above your office so that they can explain why this was so late a
response to my initial letter and why you seem to take the position of supporting the hospital when they
obviously spoke out of turn without having a completed application to their satisfaction.

The hospital’s assertion that the “application was never completed after multiple requests for
information” may indicate another breech of integrity and deception against your department. It is my
recollection that the hospital indeed requested responses from all past institutions whether by letter or

telephone because at the hospitals request my office had personally talked to all institutions via
telephone. These institutions affirmed their desire to comply with”equest for
information. But at those institutions dating to 20-30 years before, I was intorme that they were
obligated to retain physician records for only 5.7 years as mandated by the law, therefore I feel

comfortable that nurse i JMlhad all the information available from those institutions at her
disposal even if the response was that no data had been retained after 7 years.

Sincerely,
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Please accept my apologies for the lateness of the response to your initial inquiry on

February 19, 2010. This delay was due in part to a change in leadership and restructuring at the Data -
Banks. I want to also assure you that we have not confused your case with another. As stated in our
September 3, 2010 letter to you we take matters pertaining to the confidentiality of the Data Banks’
contents seriously.

You are correct that a hospital may only query at the time a health care practitioner applies for a
position on its medical staff (courtesy or otherwise) or for clinical privileges at the hospital. We do
not define what constitutes an application or when an application is initiated. You claim that it is
not the hospital’s policy to accept a verbal request to seek appointment on the staff. However, you
did proceed with a formal signed application a few weeks after expressing your intent to apply. If
you had not applied, we would have arrived at a different decision.

We find that the hospital did not use the information requested for any other purpose outside the
scope of making an employment decision.

Thank you for your due diligence in writing to help preserve and protect the integrity of the Data

Banks.
Sincerely,
st Lol
Cynthia Grubbs, RIN., J.D
Director

Division of Practitioner Data Banks



DEPARTMENT OF HEALTH & HUMAN SERVICES Health Resources and Services Administration

Rockville, Marytand 20857
Bureau of Health Professions

May 28,2010

Rosemary McGovern
Assistant Attorney General
Office of the Attorney General
P.O. Box 120

Hartford, CT 06106

Dear Ms. McGovern:

This is in response to your inquiries regarding the confidentiality provisions of the
National Practitioner Data Bank (NPDB) and Healthcare Integrity and Protection Data
Bank (HIPDB). Specifically, the disclosure and re-disclosure of NPDB and HIPDB
reports pursuant to State law. In short, it is the Health Resources and Services
Administration (HRSA) long-standing position, consistent with the statutes and
regulations of the NPDB and HIPDB, that while a reporter may disclose information
from its own files used to create NPDB and HIPDB reports consistent with state law, the
NPDB and HIPDB reports themselves are non-disclosable. A State’s freedom of
information law does not create an exception to the general rule that NPDB and HIPDB
reports are non-disclosable.

The Health Care Quality Improvement Act of 1986 (HCQIA), 42 USC 11101 et seq., the
legislation establishing the NPDB, states as follows:

Information reported under this part [to the NPDB] is considered confidential
and shall not be disclosed (other than to the physician or practitioner involved)
except with respect to professional review activity...or in accordance with the
regulations of the Secretary [providing certain entities with access to NPDB
information.] Nothing in this subsection shall prevent the disclosure of such
information by a party which is otherwise authorized, under applicable State law,
to make such disclosure. 42 USC 11137(b)(1).

The regulations implementing the HCQIA, that govern the operation of the NPDB, state
as follows:

Information reported to the NPDB is considered confidential and shall

not be disclosed outside the Department of Health and Human Services,

except as specified in §§ 60.12, 60.13 and 60.16. Persons who, and entities
which, receive information from the NPDB either directly or from another party
must use it solely with respect to the purpose for which it was provided. Nothing
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in this paragraph shall prevent the disclosure of information by a party which is
authorized under applicable State law to make such disclosure. 45 CFR 60.15(a).

The HCQIA holds that the confidentiality provisions shall not prevent the disclosure of
information by a party authorized under applicable State law to make such disclosure.
This provision applies to the information reported to the NPDB, not the information
received from the NPDB. This statutory provision was intended to allow a State
Licensing Board, which is authorized under a State law to release the information that
was reported to the Board, to continue to release the information. See H.R. Rep. No. 99-
903, at 20 (1986). For example, the HCQIA was not intended to supersede a State law
authorizing the State Medical Board to publicly disclose adverse licensure actions it
takes. Likewise, if a State had its own law mandating that medical malpractice payments
are reported to the State Medical Board and subsequently disclosed to the public, the
HCQIA would not prevent such a disclosure. However, this section of the Act does not
give a State discretion to publicly disclose information obtained from the NPDB.

As indicated in the HCQIA and the NPDB regulations, NPDB reports are considered
confidential and shall not be disclosed outside HHS except for the purpose for which the
information was provided, or as specified within the NPDB regulations. While
information received from the NPDB is considered confidential, the confidentiality
provisions do not apply to the original documents or records from which the reported
information is obtained. As a result, these confidentiality provisions do not bar or restrict
the release of the underlying documents or the information itself by the entity taking the
adverse action or making the payment in settlement of a medical malpractice claim.

Congress went to great lengths to protect the confidentiality of NPDB information by
making it available to only State licensing boards, hospitals, professional societies, and
other health care entities. Public access to NPDB information was carefully considered
by Congress, but clearly rejected. Therefore, interpreting the language of the law to
allow for State disclosure of information obtained from the NPDB to the general public
pursuant to a State freedom of information law would clearly be contrary to
Congressional intent to limit the disclosure of NPDB information.

The NPDB statute and regulations provide the HHS Office of Inspector General (OIG)
the authority to assess a civil money penalty of up to $11,000 for each violation of the
NPDB’s confidentiality provisions.

While violations of the HIPDB confidentiality provision are not likewise punishable by a
civil monetary penalty, the restrictions placed on the disclosure of reports and the scope
of the confidentiality protections is similar. The regulations implementing the HIPDB
state:

Information reported to the HIPDB is considered confidential and will not be
disclosed outside the Department except as specified in §§61.12 and 61.15.
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Persons and entities receiving information from the HIPDB, either directly or
from another party, must use it solely with respect to the purpose for which it was
provided. Nothing in this section will prevent the disclosure of information by a
party from its own files used to create such reports where disclosure is otherwise
authorized under applicable State or Federal law. 45 CFR 61.14.

As clearly stated in the HIPDB regulation above, information used by a party to create a
report from its own files is disclosable, where authorized by State or Federal law. There
is no general exemption for the disclosure of the HIPDB reports themselves (whether
created by the reporting entity or obtained from other reporters) based on State law.

The HIPDB Guidebook (http://www.npdb-hipdb.hrsa.gov/pubs/gb/HIPDB
Guidebook.pdf), a publication meant to serve as a resource for the users of the HIPDB,
provides further clarification. On page A-3 of the Guidebook it clarifies that individuals
who receive information from the HIPDB, either directly or indirectly, are subject to

the same confidentiality provisions. Further, in explaining the types of materials that are
releasable the Guidebook states:

The confidentiality provisions do not apply to the original documents or records
from which the reported information is obtained. The HIPDB’s confidentiality
provisions do not impose any new confidentiality requirements or restrictions on
those documents or records. Thus, these confidentiality provisions do not bar or
restrict the release of the underlying documents, or the information itself, by the
entity taking the adverse action.

We view any violations of the confidentiality provisions very seriously. Thank you for

your inquiry.

Sincerely,

Mark S. Pincus, M.H.S.
Acting Director
Division of Practitioner Data Banks



